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OEI552 SCADA SYSTEM AND APPLICATIONS MANAGEMENT 

DETAILED SYLLABUS 

COURSE OBJECTIVE:  

• To understand about the SCADA system components and SCADA communication protocols  

• To provide knowledge about SCADA applicatios in power system  

UNIT I INTRODUCTION TO SCADA  

Evolution of SCADA, SCADA definitions, SCADA Functional requirements and Components, 

SCADA Hierarchical concept, SCADA architecture, General features, SCADA Applications, 

Benefits  

UNIT II SCADA SYSTEM COMPONENTS 

Remote Terminal Unit (RTU), Interface units, Human- Machine Interface Units (HMI), Display 

Monitors/Data Logger Systems, Intelligent Electronic Devices (IED), Communication Network, 

SCADA Server, SCADA Control systems and Control panels  

UNIT III SCADA COMMUNICATION 

SCADA Communication requirements, Communication protocols: Past, Present and Future, 

Structure of a SCADA Communications Protocol, Comparison of various communication 

protocols, IEC61850 based communication architecture, Communication media like Fiber 

optic, PLCC etc. Interface provisions and communication extensions, synchronization with 

NCC, DCC.  

UNIT IV SCADA MONITORING AND CONTROL 

Online monitoring the event and alarm system, trends and reports, Blocking list, Event 

disturbance recording. Control function: Station control, bay control, breaker control and 

disconnector control.  

UNIT V SCADA APPLICATIONS IN POWER SYSTEM 

Applications in Generation, Transmission and Distribution sector, Substation SCADA system 

Functional description, System specification, System selection such as Substation 

configuration, IEC61850 ring configuration, SAS cubicle concepts, gateway interoperability 

list, signal naming concept. System Installation, Testing and Commissioning. CASE 
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STUDIES: SCADA Design for 66/11KV and 132/66/11KV or 132/66 KV any utility Substation 

and IEC 61850 based SCADA Implementation issues in utility Substations,  

OUTCOME:  

• This course gives knowledge about various system components and communication 

protocols of SCADA system and its applications. 
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